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EASAC — European Academies Science Advisory Council

28 National Science Academies
from EU, CH, NO, & UK

Three scientific panels: Energy, Environment, Life Sciences

Mission:
— science-based advice for policy makers
— NOT policy for science (research policy)

— BUT highlight gaps in research and skills

Reports and other documents available at WWW.edsdc.eu
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http://www.easac.eu/

Energy Reports from EASAC

Forests 2017 Storage 2017 Transport 2019

Decarbereation of thakfings
for dhmate. health and jobs

Changing Wildfires —
Policy Options for a Fire-literate and
Fire-adapted Europe 2025

. Security of sustainable
Buildings 2021  Future of gas 2023 energy supplies 2025

(Feb 24 - Mar ’25)
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Example from Transport Report (2019)

Emissions (CO,-eq./kWh)

Figure 3.5 Sensitivity of emissions of different passenger car technologies to carbon intensity of electricity mix. (Adapted from

Cox 2018.)
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History of challenges in electric power engineering

From Goran Strbac, Imperial College



Challenge 1: To make it work (= 1880 — 1920)
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Challenge 2: To make it big and affordable (= 1920 — 1990)

Boiler
(furnace)

Water

Condenser Cooling Water
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Challenge 3: To make it sustainable, market based and still affordable (
1990 - )

Supply
€MWh

Gasturbines
Demand
Price
Condensing
plants

Wind and Nuclear

MWh

VBIK, 2025-10-01 9

~
~



Security of Sustainable Energy Supplies

SacC

Security of Sustainable
Energy Supplies

Report, 87 pages, 300+ references (May 2025)
Available at www.easac.eu

VBIK, 2025-10-01
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http://www.easac.eu/

Working Group on SoSES

Nominated expert Country Nominated expert Country 26 experts from
Prof. Reinhard Haas Austria Prof Attila Imre Hungary 21 countries
Prof Thijs van de Graaf Belgium ;Dr Vidas Lekavicius Lithuania

Prof Claire Dupont (co-chair) Belgium Prof Koen Kok Netherlands

Prof Neven Duic Croatia ‘Dr Gerd Kjglle Norway

Prof Soteris Kalogirou Cyprus :Prof Magnus Korpas Norway

Dr. Antonin Fejfar Czech Republic :Prof. Piotr Lampart Poland

Dr. Rita Sik-Simon Czech Republic :Prof. Manuel Collares-Pereira |Portugal

Prof Frede Blaabjerg Denmark :Prof. Dr. lonut Purica Romania

Prof Alar Konist Estonia Prof. Dr. David P Serrano Spain

Prof Paula Kivimaa (co-chair) Finland Prof Mathias Ekstedt Sweden

Bertrand Charmaison France TProf. Bert Allard Sweden

Costis Stambolis Greece :Prof Russell McKenna Switzerland

Dr Bélint Hartmann Hungary Prof Benjamin Sovacool UK Source: EASAC

VBIK, 2025-10-01
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SoSES Report: “a Starting Point” for Discussion

. Executive summary : Highlights, Infographic, Recommendations
. Introduction
. The energy transition (switch from fossil fuels to sustainable energies)

. Sustainable energy technologies, energy carriers, and fuels (strategic roles)

0
1
2
3
4. Critical and strategic raw materials (metals & rare earth elements)
5. Cyber security (digitalised EU energy sector must be protected)

6. The European electricity system (grid flexibility management)

7. Energy security risks, benefits, and threats (what more must be done?)
8

. Conclusions

Source: EASAC
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Energy security — what does it mean ?

“Uninterrupted availability of energy
supplies at affordable prices”

Threats

Volatile geopolitics: malicious attacks
and cyberattacks on energy
infrastructure, supply chains, and trade

Climate change: climate damage,
growing cooling demand

VBIK, 2025-10-01

Old thinking: Import to Europe

New thinking: Invest in Europe

Source: EASAC
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Energy security, how?

“Communism is Soviet

power plus the
electrification of the

whole country.”

Energy security

— Energy efficiency

— Electrification Bnagvmup JleHuH

VBIK, 2025-10-01 -14 -
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EU policies on security have a long history

CLIMATE
AND

SECURITY

EU Strategic Compass, 2023

VBIK, 2025-10-01

More focus needed on implementation

— Foreign affairs and security policy

— Green Deal

— European Economic Security Strategy

— Resilience and critical entities and
infrastructure

— Cyber security acts

— Net Zero Industry Act

— Critical Raw Materials Act

— Clean Industrial Deal

®» No security without energy security

Source: EASAC
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European energy policy trilemma

Focus has shifted from sustainability to
security

Green Deal Sustainability

v

work with global markets to reduce GHG
emissions

REPowerEU
Clean Industrial Deal
respond urgently to geopolitical attacks

Affordability

Source: EASAC -16 -
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The Energy Trilemma

O

The Energy Trilemma

The three variables cannot be
thought of independently

Source:
Arup’s “Five minute guide to
Energy Trilemma”

VBIK, 2025-10-01
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WEC Energy Trilemma Index

2023 Country rankings @

Index v Country Balance Trilemma

rank name score

1 Denmark » AAAa 83.2 72.2 95.8 83.5
1 Sweden AAAa 83.1 73.4 93.4 85
Source: WEC
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Invasion of Ukraine highlighted security risks

Europe is too dependent on imported fuels

 Natural gas 45% from Russia in 2022
* [ING 45% from USA in 2024
* Nuclear fuels 79% from Russia in 2023

Europe is too dependent on imported energy technologies & materials

 Solar cells > 90% from China
* Batteries growing demand for EV & stationary unit imports
* Rare earth elements 98% from China in 2022

e Critical raw materials supply chains lack diversity and labour protection

Cyberattacks on grids doubled between 2020 and 2022 (Eurelectric)

Source: EASAC
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“Security Milestones”

Suez Crisis First oil shock EU Green paper on Russian invasion of
(1956) (1973) SoS (2000) Ukraine (2022)
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Figure 1 EU 27 fossil fuel consumption and security milestones show that energy security has been a challenge for Europe since
the 1950s (Energy Institute 2024).

Source: EASAC
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Analogies to the oil crisis of the seventies

« "Lithium batteries are the new oil”’, (Elon Musk 2022)

« "Hydrogen is the new oil”’, (Lepercq 2019)

« "Semiconductors are the new oil”’, (Meyer & Murray 2021)
- "Water is the new oil”’, (TIME 2024)

* "Minerals are the new oil”’, (Washington Post 2025)

« "Data is the new oil”’, (Humby 2006)

Source: Olle Olsson, Energimyndigheten
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Energy System Models

e Numerous different energy system models have been used to study,
analyze, and evaluate various future scenarios

e But, remember

“Essentially, all models are wrong, but some are useful”

George E.P. Box

VBIK, 2025-10-01 -22-



EASAC Energy System Modelling Workshop (Oct. 2024)

e There is no universally optimal mix of electricity supplies

e There are still uncertanties relating to the security and costs of transitions to sustainable energy
supplies

e Holistic energy systems modelling is needed for EU adequacy and flexibility assessment

e Modelling fully integrated energy systems is computationally costly

e A mix of flexiblity measures is needed to manage electricity systems with high percentage VRES

e Backup dispatchable generating capacity will be needed

e Dunkelflauten (periods of low wind and sun) are a challenge for all VRES-dominated systems

e Strong cross-border interconnections provide flexiblity to energy systems, but their use must be

manage fairly

Source: EASAC -23-
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Many energy systems and scenarios are being modelled

Emerging trends:

— EU electricity supplies could double by
2050

— Rapid growth in variable renewables

— Hydrogen will be used in industry,
transport, & managing grid flexibility

— High % renewables can be feasible

VBIK, 2025-10-01

Gross available energy (Mtoe)
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B oil I coal I Biomass I Hydropower

Source: EASAC
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Sankey diagram — TPES vs TFEC

TPES:
Total Primary
Energy Supply

VBIK, 2025-10-01

Estimated U.S. Energy Use in 2014: ~98.3 Quads u haagﬁ,g?ﬂ‘&e&“o?;e

Net Electricity
Imports
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o427 |
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Source: LINL 2015, Data is based on DOE/EIA-0035(2015-03), March, 2014, If this information or a reproduction of it is used, credit must be given to the Lawrence Livermore National Laboratory
md me Department of Energy, under whose auspices the work was performed. D\smbuled electricity represents only retail electricity sales and does not mtlude self-generation EIA reports
{i.e.. hydro, wind, geothermal and solar) for in BTU fent values by a typical fossil fuel plant “heat rate.” The efficiency of electricity production
is ulcul-ted as the total retail electricity delivered divided by the primary energy input into electricity generation, £nd use efficiency is estimated as 65% for the residential and commercial sectors
for the industrial sector, and 21% for the transportation sector. Totals may not equal sum of e to P LLNL-ML-410527

TFEC:
Total Final
Energy

Consumption

Energy flows in US
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Final energy consumption in EU

40,000 Other

Services

30,000

20,000

EU final energy consumption (petajoules)

10,000
Services
13%
0
1990 1995 2000 2005 2010 2015 2020
Year

Figure 7 EU final energy consumption was dominated by the transport, household, and industry sectors in 2022, and this sector
distribution had hardly changed since 1990 (Eurostat 2024q).

Source: EASAC
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Security policies for energy consumption & infrastructure

Energy efficiency first
— Reduce energy demand (electrification)
— Circular economy

— Embodied energy in materials & Industry Transport
25% 31%

systems

Energy market design
— Demand response (time-of-use tariffs)

— Integration
. . Services
— Capacity mechanisms (Dunkelflauten) 13%

. Households
Military, cyber & extreme weather 27%
protection

— Critical infrastructure EU 27 final energy consumption 2022

Source: EASAC
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Security policies for fuel and energy technology supplies

Transition away from fossil fuels

Produce more fuels & technologies in 5% Derived heat 2% Solid fossil fuels
Europe .

5% Nuclear electricity

Coordinate fuel purchasing (EU Platform)

9% Fossil electricity

37% Petroleum products

— Fossil (short term) and renewable fuels
— Enriched uranium for nuclear reactors

9% Renewable electricity

Diversify supplies of critical raw materials

12% Renewable energy direct

— Partner with suppliers in 3" countries
— More extraction & processing in Europe

21% Natural gas

EU 27 final energy consumption 2022

Source: EASAC
VBIK, 2025-10-01 - 28 -




Grid flexibility and integration improve energy security

. . . . . Generation
Electricity mix with grid including backup

op eue Store or use in
flexibility buildings or

— Variable renewables industry
— Prosumers and

Nuclear (large and SMR) bl
— Backup generation consumers

Integration lowers costs

Sector
coupling

. . i Power system
Transmission and e
Integra’flor? optlon-s | sk . ;Le;.benr%m
— District heating / cooling 9
— Electric vehicles
— Hydrogen and e-fuels

Storage
— Carbon capture & storage

Electric vehicles

Cyber protection (digitalisation)

Demand response

Source: EASAC -29.
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Invest in Energy Security - create value in Europe

Mobilise long term public and private financing:

Strengthen electricity infrastructure and interconnectors
Manufacture electricity generators (VRES, Nuclear, SMR, CCS, ..)
Manufacture end-use technologies (EVs, heat pumps, ..)

District heating/cooling

Storage of electricity (Battery Alliance)
Storage of heat (for buildings and industry)
Sustainable hydrogen and e-fuels

Critical raw materials extraction and processing

Source: EASAC

VBIK, 2025-10-01
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Transition to Sustainable Energy Brings Security Benefits

Energy security benefits

— Less dependence on fossil fuel imports
— Less volatile energy prices
— Less conflicts in energy markets

— Less supply interruptions
Wider benefits

— Lower climate damage and health costs
(due to lower GHG emissions)

— Value creation in Europe (local
production of fuels and technologies)

VBIK, 2025-10-01
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Source: EASAC
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Critical Raw Materials (CRM)

Critical Raw Materials Act, 2023 (CRMA)

European CRM Act

In March 2023 the CRMA was proposed
"for a regulation of the EU Parliament and Proposal for a Regulation - establishing a framework for ensuring
of the EU COU“C", establishing a framework a secure and sustainable supply of critical raw materials
for ensuring a secure and sustainable
supply of critical raw materials".

“At the time, Europe depended on China for 98% of its rare-earth needs, 97% of its
lithium supply and 93% of its magnesium supply. Benchmarks have been set for
domestic capacities of the EU by 2030:

- extract at least 10% of the annual consumption,

- process at least 40% of the annual consumption and
- recycle at least 25% of the annual consumption”

Source: EASAC
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CRM

« “Critical and strategic raw materials are needed for energy security. Raw materials,
metals, and rare-earth elements (including nickel, cobalt, lithium, graphite, and
copper) are used in energy supply technologies and systems (e.g. wind and
photovoltaic generators) and in end-use energy technologies (e.g. batteries and
electric vehicles). Those that carry high supply risks are classified as critical raw
materials or strategic raw materials.

» Actions required by EU policies for critical and strategic raw materials must be
implemented by governments and industries to ensure Europe’s future energy
security”

Source: EASAC
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CRM, EU

CRM - EU Critical Raw Materials Act, 2023

EU Critical Raw Materials Act B Transition
Critical Raw Materials Marked with Color metals
B Metals

+~ Strategic Raw Material

I Halogens
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B Lanthanide M Noble gas
I Alkaline earth

metals

L 4 o
B C 5

&
Al Si

<& = o w
Ba Hf Ta w Os Ir Bi

& g & © &= &=
Source: Bert Allard o ce | Pr sm ca | T | oy ™ | e

VBIK, 2025-10-01

-34-



Supply of CRM to EU

Norway

Silicon metal 30%
France /

Hafnium 84%
Indium 28%

Platinum* 71%
Rhodium* 80%
Ruthenium* 93%

Lithium 78%

Germanium 51%

Russia
Palladium* 40%
[

~

Finland

Barite

Spain
lBJeerIium* 38% Strontium 100% Bismuth
Morocco Magnesium
Phosphate rock 24% Turkey Natural grfph|te
. Antimony 62% p S_candmnl
Mexico Guinea Borates  98% Titanium .
Fluorspar 25% Bauxite 64% #4 \T/U”954Fe” .
anadium
DRC / \ o LREEs
Cobalt 68% Indonesia '~~~ 1 HREEs
Tantalum 36% : Natural rubber 31%
Brazil
i i o,
Niobium 5% South Africa ‘ Australia
Chile Iridium* 92% Coking coal 24%

38%
49%
93%
47%
66%
45%
69%
39%
99%
98%

*Share of global production

Figure 11 The biggest suppliers of critical raw materials to the EU (percentage of annual EU consumption) in 2020 included Africa,
Latin America, China, and the USA (EC 2020c). Abbreviations: HREEs, heavy rare-earth elements; LREEs, light rare-earth elements.

Source: EASAC

VBIK, 2025-10-01
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China dominates production of Rare Earth Elements
(REE)

80 Global Production of
2o Rare Earth Oxides, Total
o | 1950 - 2000
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CRM - Sweden and Nordic Countries (1)

VBIK, 2025-10-01
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CRM - Sweden and Nordic Countries (2)

VBIK, 2025-10-01

HAR FINNS DE SALLSYNTA JORDARTSMETALLERNA I EUROPA:

De viktigaste mineralerna fér REE-utvinning 4r bastniisit och monazit.

I flera av fyndigheterna ovan finns flera olika REE-mineral, vilket ger
anrikningstekniska och metallurgiska utmaningar fér utvinningen. | LKAB:s
gruvor utvinns metallerna som en biprodukt av jadrnmalmsbrytning.

Kemisk Tidskrift 25

s i wijonerton | TRES D | oot ey TREO = Total Rare Earth Oxide
Per Geijer Sverige 1249 0,174 2,17
Kiirunavaara Sverige 1629 0,018 0,29
Malmberget Sverige 2265 0,022 0,50
Norra Karr Sverige 110 0,5 0,55
Olserum Sverige 7.8 0,061 0,05
Fen Norge 559 1,57 8,78
Korsnids Finland 13,5 1,02 0,14
Katajakangas Finland 0,46 2,4 0,01
Kringlerne Gronland 4 300 0,65 27,95
Kvanefjeld Gronland 1010 1,1 11,11
Motzfeldt Gronland 340 0,26 0,88
Sarfartéq Gronland 8,34 1,72 0,14
Storkwitz Tyskland 4.4 0,45 0,02
Totalt Gronland 40,08
Totalt Norge 8,78
Totalt swﬁg} 3.56
Totalt Finland 0,15
Totalt Tyskland 0,02

-39-




Mineral i

Elbilar jamfort med gasbilar

Mangd mineral kg/b
Manga elbilsmotorer anvander
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Ovriga

\

Elektriska fordon behover en storre
mangd olika mineral for motorer och
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Nuclear Energy in Europe

Nuclear energy in the EU, 2020

fi

PR T '
o N

I 683 512GWh
gross nuclear

electricity production
- Member States with

nudear electricty producton

‘ Nudear electricity production
(GWh)

- EU Member States with no
nucear electricity production

14 EU Member States without nuclear electricity production:
Denmark, Estonia, Ireland, Greece, Croatia, Italy, Cyprus, Latvia, Lithuania, Luxembourg, Malta, Austria, Poland, Portugal

FAD © Turkstat
Cartography: Eurostat - IMAGE, 1/2022

VBIK, 2025-10-01 ec.europa.eu/eurostatis
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Nuclear Energy in Europe

VBIK, 2025-10-01

Uranium production from mines (2022)

‘ : Others.
Kazakhstan Canada Namibia lAustralié lRussia l
— 14.9 5.1 4'1 5.6
Uzbekistarj\ Niger T
|
Uranium conversion capacity (2020)
Russia Canada L China \ France |

38.0 28.5

Uranium enrichment capacity (2020)
i Germany/, 3
Russia | Netherlands/UK France | China  USA

\

Nuclear reactor sales (59 under construction as of July 2023)

Russia _ - China | India | | France | Others \
41.4 6.8
South Korea

20% 40% 60% 80%

Source: EASAC
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Alunskiffer - Uran
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Uranhalten i alunskiffer i olika delar av Sverige:

Narke

Ostergdtland

Oland

Skane

Billingen

Billingen, uranrik del

Jamtland, s6dra Storsjoomradet
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Cyber Security Incidents

BAA O sen Mome  News  Sport  Business  lnnovation  Cultore T

©11Janvary20 Main — News - 23 January 2024,12:58

Lviv neighbourhood | i
heating, hot water by

Detvar el
over av hi

The estimated time of restoratior

Hack |
ved

Ukjente

hadde tilgang til lukkesystemet i en dam ved Risevatnet i Source: Mathias Ekstedt

Bremanger i flere timer i april. Saken er anmeldt til

| Ukraine's energ

A power cut that hit part of the Ukrainian capital, Kiev, in December has Kripos.

been judged a cyber-attack by researchers investigating the incident.



Cyber Securitylncidents in numbers

e Since 2022 (until Nov 2024), energy sector cybersecurity center EnergiCERT counted 48 publicly
known attacks against European energy companies including supply, 31 ransomware attacks, of
which almost half with data theft, and 15 affecting networks’ operational technology.
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Energy Poverty in EU

=9%
UK = 13% (UK ICE 2024)

| BHA

P 10-12%
8-10%
6-8%
4-6%
2-4%
<2%

- Data not available

Figure 3 Levels of energy poverty in EU Member States. On average, 9% of the EU population were unable to keep their homes
adequately warm in 2020 (Eurostat 2024c), in comparison, the figure for the UK was 13% (UK ICE 2024).

Source: EASAC

VBIK, 2025-10-01
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“Fair Transition” to reduce energy poverty

High prices incentivise energy saving but e oy Poor

“Polluter pays” is not affordable for all Older properties

Private rented sector

Young people

Vulnerable groups and households need Older people
rison leavers
support (eg EU Social Climate Fund): Asylum seekers Energy and Transport Poor
gﬂelgeri?lt/shomeless how—income h.ouseh'olds
. . . . e ouseholds with children
— for investing in energy efficiency to Black, Asian and minority
thnic h hold
re d uce ene rgy nee d S Pe?)plzl\c/vitzut::alct’h :onditions
People with bility difficulti
— to pay the|r energy b|”S lt?r?epraen\:tv::ommr:ur:ilttiisl S

Engage with citizens to accelerate the
transition (empower local communities)

Source: EASAC
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Concluding remarks — coordinate & implement policies

— Energy security — phase out fossil fuel imports
Invest in electricity infrastructure, and in fuel and technology production
Prepare defences for cyber and malicious attacks, & diversify supply chains

— Sustainability - reduce GHG emissions
Invest in sustainable energy to reduce climate damage and improve health
Demonstrate global leadership, and help others to follow

— Affordability — mobilise long term investment financing
Engage with consumers to reduce energy demand and investment needs
Help strategic industries and vulnerable groups (reduce energy poverty)

— Science (evidence)-based EU policies help to build investor confidence
Support foresight, research, training, and skills development for energy security

Source: EASAC
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New Thinking:
Invest in Europe

Put energy efficiency first with circular economy

More resilient systems
More value creation in Europe
Better trade balance
Fewer climate and health costs
Less energy poverty

Transition away from fossil fuels

Enhance cyber and physical security
Incentivise flexibility and market integration
Produce fuels and technologies in Europe
Prioritise decentralised systems

Empower communities with a fair transition
Diversify suppliers

Investments in sustainable energies are investments in
Europe’s energy security!

Source: EASAC
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