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Outline

• A few words about EASAC, European Academies Science 

Advisory Council

• History of challenges in electric power engineering

• Some highlights from the EASAC report Security of Sustainable 

Energy Supplies (SoSES)

• Concluding remarks
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28 National Science Academies 

from EU, CH, NO, & UK

Three scientific panels: Energy, Environment, Life Sciences

Mission:

- science-based advice for policy makers

- NOT policy for science (research policy)

- BUT highlight gaps in research and skills

Reports and other documents available at  www.easac.eu
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EASAC – European Academies Science Advisory Council 
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http://www.easac.eu/
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Buildings 2021

Transport 2019Storage 2017Forests 2017

Future of gas 2023

Energy Reports from EASAC

Security of sustainable 

energy supplies 2025 

(Feb ‘24 - Mar ’25)

Changing Wildfires –

Policy Options for a Fire-literate and 
Fire-adapted Europe 2025
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Example from Transport Report (2019)
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Figure 3.5 Sensitivity of emissions of different passenger car technologies to carbon intensity of electricity mix. (Adapted from 
Cox 2018.)
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History of challenges in electric power engineering

From Goran Štrbac, Imperial College
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Challenge 1: To make it work (≈ 1880 – 1920)
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Challenge 2: To make it big and affordable (≈ 1920 – 1990)
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Challenge 3: To make it sustainable, market based and still affordable (≈ 

1990 - )
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Security of Sustainable Energy Supplies

Report, 87 pages, 300+ references (May 2025) 

Available at www.easac.eu

http://www.easac.eu/
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26 experts from 

21 countries
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Working Group on SoSES

Source: EASAC
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SoSES Report:  “a Starting Point” for Discussion

0. Executive summary : Highlights, Infographic, Recommendations

1. Introduction

2. The energy transition (switch from fossil fuels to sustainable energies)

3. Sustainable energy technologies, energy carriers, and fuels (strategic roles)

4. Critical and strategic raw materials (metals & rare earth elements)

5. Cyber security (digitalised EU energy sector must be protected)

6. The European electricity system (grid flexibility management)

7. Energy security risks, benefits, and threats (what more must be done?)

8. Conclusions

12
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Source: EASAC
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“Uninterrupted availability of energy 

supplies at affordable prices” 

Threats

Volatile geopolitics: malicious attacks 

and cyberattacks on energy 

infrastructure, supply chains, and trade

Climate change:  climate damage, 

growing cooling demand 

Energy security – what does it mean ?

Old thinking: Import to Europe

New thinking: Invest in Europe
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Source: EASAC



- 14 -VBIK, 2025-10-01

Energy security, how?
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Energy security 

→ Energy efficiency 

→ Electrification Владимир Ленин

“Communism is Soviet 
power plus the
electrification of the
whole country.”
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More focus needed on implementation

- Foreign affairs and security policy

- Green Deal

- European Economic Security Strategy

- Resilience and critical entities and 

infrastructure

- Cyber security acts

- Net Zero Industry Act

- Critical Raw Materials Act

- Clean Industrial Deal

No security without energy security
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EU policies on security have a long history

EU Strategic Compass, 2023

15

Source: EASAC
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Focus has shifted from sustainability to 

security

Green Deal

work with global markets to reduce GHG 

emissions

REPowerEU

Clean Industrial Deal 

respond urgently to geopolitical attacks

Sustainability

AffordabilitySecurity

16

European energy policy trilemma 

Source: EASAC
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The Energy Trilemma

Source:

Arup’s ”Five minute guide to 

Energy Trilemma”
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WEC Energy Trilemma Index

Source: WEC
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Europe is too dependent on imported fuels

• Natural gas 45% from Russia in 2022

• LNG 45% from USA in 2024

• Nuclear fuels  79% from Russia in 2023

Europe is too dependent on imported energy technologies & materials

• Solar cells > 90% from China

• Batteries growing demand for EV & stationary unit imports

• Rare earth elements 98% from China in 2022

• Critical raw materials supply chains lack diversity and labour protection

Cyberattacks on grids doubled between 2020 and 2022 (Eurelectric)

19

Invasion of Ukraine highlighted security risks

Source: EASAC
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“Security Milestones”

Suez Crisis 
(1956)

First oil shock 
(1973)

EU Green paper on 
SoS (2000)

Russian invasion of 
Ukraine (2022)
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Figure 1 EU 27 fossil fuel consumption and security milestones show that energy security has been a challenge for Europe since 
the 1950s (Energy Institute 2024).

Source: EASAC
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Analogies to the oil crisis of the seventies

• ”Lithium batteries are the new oil”, (Elon Musk 2022)

• ”Hydrogen is the new oil”, (Lepercq 2019)

• ”Semiconductors are the new oil”, (Meyer & Murray 2021)
• ”Water is the new oil”, (TIME 2024)
• "Minerals are the new oil”, (Washington Post 2025)

• ”Data is the new oil”, (Humby 2006)

Source: Olle Olsson, Energimyndigheten
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Energy System Models

• Numerous different energy system models have been used to study, 

analyze, and evaluate various future scenarios

• But, remember 

“Essentially, all models are wrong, but some are useful”

George E.P. Box 
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EASAC Energy System Modelling Workshop (Oct. 2024)

• There is no universally optimal mix of electricity supplies

• There are still uncertanties relating to the security and costs of transitions to sustainable energy 

supplies

• Holistic energy systems modelling is needed for EU adequacy and flexibility assessment

• Modelling fully integrated energy systems is computationally costly

• A mix of flexiblity measures is needed to manage electricity systems with high percentage VRES

• Backup dispatchable generating capacity will be needed

• Dunkelflauten (periods of low wind and sun) are a challenge for all VRES-dominated systems

• Strong cross-border interconnections provide flexiblity to energy systems, but their use must be 

manage fairly

Source: EASAC
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Many energy systems and scenarios are being modelled

Emerging trends:

- EU electricity supplies could double by 

2050

- Rapid growth in variable renewables

- Hydrogen will be used in industry, 

transport, & managing grid flexibility

- High % renewables can be feasible

24

Source: EASAC
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Sankey diagram – TPES vs TFEC

25

Energy flows in US

TPES:

Total Primary
Energy Supply

TFEC:

Total Final
Energy
Consumption
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Final energy consumption in EU
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Figure 7 EU final energy consumption was dominated by the transport, household, and industry sectors in 2022, and this sector 
distribution had hardly changed since 1990 (Eurostat 2024g).

Source: EASAC
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EU 27 final energy consumption 2022

Energy efficiency first

- Reduce energy demand (electrification)

- Circular economy

- Embodied energy in materials & 

systems 

Energy market design

- Demand response (time-of-use tariffs)

- Integration

- Capacity mechanisms (Dunkelflauten)

Military, cyber & extreme weather 

protection 

- Critical infrastructure

Security policies for energy consumption & infrastructure

27

Source: EASAC
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Security policies for fuel and energy technology supplies

Transition away from fossil fuels

Produce more fuels & technologies in 

Europe

Coordinate fuel purchasing (EU Platform)

- Fossil (short term) and renewable fuels

- Enriched uranium for nuclear reactors

Diversify supplies of critical raw materials

- Partner with suppliers in 3rd countries

- More extraction & processing in Europe

EU 27 final energy consumption 2022

28

Source: EASAC
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Electricity mix with grid 

flexibility

- Variable renewables

- Nuclear (large and SMR)

- Backup generation

Integration lowers costs

Integration options

- District heating / cooling

- Electric vehicles

- Hydrogen and e-fuels

- Carbon capture & storage

Cyber protection (digitalisation)

Grid flexibility and integration improve energy security

29

Source: EASAC
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Mobilise long term public and private financing:

- Strengthen electricity infrastructure and interconnectors

- Manufacture electricity generators (VRES, Nuclear, SMR, CCS, ..)

- Manufacture end-use technologies (EVs, heat pumps, ..)

- District heating/cooling

- Storage of electricity (Battery Alliance)

- Storage of heat (for buildings and industry)

- Sustainable hydrogen and e-fuels

- Critical raw materials extraction and processing

Invest in Energy Security - create value in Europe

30

Source: EASAC
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Energy security benefits

- Less dependence on fossil fuel imports

- Less volatile energy prices

- Less conflicts in energy markets 

- Less supply interruptions 

Wider benefits

- Lower climate damage and health costs 

(due to lower GHG emissions)

- Value creation in Europe (local 

production of fuels and technologies)

R
e

n
e

w
ab

le
s 

sh
ar

e
 %

Transition to Sustainable Energy Brings Security Benefits
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Source: EASAC
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Critical Raw Materials (CRM)

32

Critical Raw Materials Act, 2023  (CRMA)  

In March 2023 the CRMA was proposed 
"for a regulation of the EU Parliament and 

of the EU Council, establishing a framework 
for ensuring a secure and sustainable 

supply of critical raw materials". 

“At the time, Europe depended on China for 98% of its rare-earth needs, 97% of its 
lithium supply and 93% of its magnesium supply. Benchmarks have been set for 

domestic capacities of the EU by 2030:
- extract at least 10% of the annual consumption,
- process at least 40% of the annual consumption and

- recycle at least 25% of the annual consumption”
Source: EASAC
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CRM
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• “Critical and strategic raw materials are needed for energy security. Raw materials, 

metals, and rare-earth elements (including nickel, cobalt, lithium, graphite, and 

copper) are used in energy supply technologies and systems (e.g. wind and 
photovoltaic generators) and in end-use energy technologies (e.g. batteries and 

electric vehicles). Those that carry high supply risks are classified as critical raw 
materials or strategic raw materials.

• Actions required by EU policies for critical and strategic raw materials must be 
implemented by governments and industries to ensure Europe’s future energy 

security”

Source: EASAC
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CRM, EU

CRM – EU Critical Raw Materials Act, 2023 

Text

Source: Bert Allard
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Supply of CRM to EU
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USA
Beryllium* 88%

Finland
Germanium 51%

Russia
Palladium* 40%

China
Barite  38%
Bismuth  49%
Magnesium  93%
Natural graphite 47%
Scandium*  66%
Titanium*  45%
Tungsten*  69%
Vanadium*  39%
LREEs  99%
HREEs  98%

Norway
SiIicon metal 30%

France
Hafnium 84%

Indium 28%

Spain
Strontium 100%

Morocco
Phosphate rock 24%

Guinea
Bauxite 64%

Indonesia
Natural rubber 31%

Turkey
Antimony 62%
Borates     98%

Kazakhstan
Phosphorus 71%

Germany
Gallium 35%

DRC
Cobalt 68%

Tantalum 36%

Australia
Coking coal 24%

South Africa
Iridium* 92%

Platinum* 71%
Rhodium* 80%

Ruthenium* 93%

Mexico
Fluorspar 25%

Brazil
Niobium 85%

Chile
Lithium 78%

*Share of global production

Figure 11 The biggest suppliers of critical raw materials to the EU (percentage of annual EU consumption) in 2020 included Africa, 
Latin America, China, and the USA (EC 2020c). Abbreviations: HREEs, heavy rare-earth elements; LREEs, light rare-earth elements.

Source: EASAC
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China dominates production of Rare Earth Elements 

(REE)

36

Source: Bert Allard
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CRM – Sweden and Nordic Countries (1)
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CRM – Sweden and Nordic Countries (2)
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TREO = Total Rare Earth Oxide 
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Nuclear Energy in Europe
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Nuclear Energy in Europe

Source: EASAC
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Alunskiffer - Uran

Source: Bert Allard
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Uranhalten i alunskiffer i olika delar av Sverige:

Område Uranhalt g per ton

Närke 150

Östergötland 100

Öland 70

Skåne 50

Billingen 200

Billingen, uranrik del 300

Jämtland, södra Storsjöområdet 245

Source: SGU
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Cyber Security Incidents

Source: Mathias Ekstedt
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Cyber SecurityIncidents in numbers

• Since 2022 (until Nov 2024), energy sector cybersecurity center EnergiCERT counted 48 publicly 

known attacks against European energy companies including supply, 31 ransomware attacks, of 

which almost half with data theft, and 15 affecting networks’ operational technology.
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Energy Poverty in EU

12%

UK = 13% (UK ICE 2024)

EU = 9%
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>

Figure 3 Levels of energy poverty in EU Member States. On average, 9% of the EU population were unable to keep their homes 
adequately warm in 2020 (Eurostat 2024c); in comparison, the figure for the UK was 13% (UK ICE 2024).

Source: EASAC
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High prices incentivise energy saving but 

“Polluter pays” is not affordable for all

Vulnerable groups and households need 

support (eg EU Social Climate Fund):

- for investing in energy efficiency to 

reduce energy needs

- to pay their energy bills

Engage with citizens to accelerate the 

transition (empower local communities)

48

“Fair Transition” to reduce energy poverty

Source: EASAC
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- Energy security – phase out fossil fuel imports

Invest in electricity infrastructure, and in fuel and technology production 

Prepare defences for cyber and malicious attacks, & diversify supply chains

- Sustainability - reduce GHG emissions 

Invest in sustainable energy to reduce climate damage and improve health

Demonstrate global leadership, and help others to follow 

- Affordability – mobilise long term investment financing

Engage with consumers to reduce energy demand and investment needs 

Help strategic industries and vulnerable groups (reduce energy poverty)

- Science (evidence)-based EU policies help to build investor confidence

Support foresight, research, training, and skills development for energy security

49

Concluding remarks – coordinate & implement policies

Source: EASAC
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Investments in sustainable energies are investments in 

Europe’s energy security! 

New Thinking:

Invest in Europe
Put energy efficiency first with circular economy

Transition away from fossil fuels

Enhance cyber and physical security

Incentivise flexibility and market integration

Produce fuels and technologies in Europe

Prioritise decentralised systems

Empower communities with a fair transition

Diversify suppliers

More resilient systems

More value creation in Europe

Better trade balance

Fewer climate and health costs

Less energy poverty

Source: EASAC






